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Introduction
Let G(V, E) be a connected, undirected graph with
N nodes. The graph Laplacian matrix L captures
the interactions between the graph nodes with en-
tries defined by

Lk,l =


∑

m∈Nk
ωk,m k = l

−ωk,l (k, l) ∈ E
0 otherwise,

(1)

where Nk is the set of nodes connected to node k.
Denote the eigenvalue decomposition of L as

L = Udiag(λ1, . . . , λn)UT

where the eigenvalues are ordered such that

0 = λ1 < λ2 ≤ . . . ≤ λn.

We define graph signals as the mapping
x : V → RN and consider graph filters of the

form:
f(L) = Uf(Λ)UT ,

where f(Λ) defines the graph filter frequency re-
sponse with diagonal entries given by f(λi). The
graph Fourier transform of the graph signal x is

x̃ △= UT x.

Consider the hypothesis testing{
H0 : z = x + noise
H1 : z = x + c + noise,

where z ∈ RN represents the measured graph sig-
nal and c represents the hidden anomaly. We can
then solve the problem of finding anomalies over
the graph using the test statistic

T f (z) = ∥f(L)z∥2 H1
≷
H0

γ,

where f(L) is a graph filter. By setting the fre-
quency response to

fT V (λi) =
√

λi, i = 1, . . . , N.

we obtain that the test statistic can be rewritten
as:

T f (z) = zT Lz

which is the well known Graph Tikhonov regu-
larization. However, although graph signal pro-
cessing (GSP)-based detectors can effectively de-
tect ordinary anomalies, they may not be suffi-
cient for detecting smooth graph signals with a
low graph TV. To address this issue, we present a
new type of attack, called graph false data injec-
tion (GFDI), and propose a defense mechanism
against it.

GSP-based detection: Schematic Diagram
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GFDI attacks (Hidden anomalies)
The GFDI attack is a smooth graph signal
characterized by a low graph (TV), defined as
TV G(c) = cT Lc, under practical constraints:

1. achieving a certain impact: |c|∞ ≥ τ

2. being sparse: |c|0 ≤ k

3. not having access to a subset of protected
measurements S, i.e. HSc = 0

The resulting optimization problem is

min
c∈RN

cT Lc

s.t.


∥c∥∞ ≥ τ

∥c∥0 ≤ k

HSc = 0.

By using the ℓ1 convex relaxation, the problem
can be solved by solving N convex optimiza-
tion problems where for case i ∥c∥∞ ≥ τ is re-
placed by ci = τ . The convex optimization prob-
lems are solved by using the projected gradient
descent method and the alternating method of
multipliers.

GFDI attack: Schematic Diagram
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cGFDIGFDI attack: The GFDI attack is lo-
cated at the lower graph
frequencies. Therefore, in
contrast to the FDI attack
in [b], when added to the
system states, the output
will not obtain abnormal
energy.

GFDI attack: Simulations
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Strategic protection
Our protection scheme identifies a minimal set of
state variables (D), such that if secured, it would
disable the possibility of generating a GFDI at-
tack.
The proposed protection scheme is

D̂ = arg min
D⊆V

|D| s.t. (ĉ)T Lĉ > δ.

The number of possible D’s grows exponentially
with the system size. Therefore, we propose a
low-complexity greedy algorithm:

Algorithm 1: GSP-based Protection
Input : L, k, τ , δ
Output: D

1 D ← ∅;
2 repeat
3 Derive S from D by including power

injections in the buses in D and
power flows entering the same
buses;

4 Get î and ĉ from GFDI solution;
5 Add î to D;
6 until (ĉ)T Lĉ > δ;
7 return D;

Strategic protection: Simulations
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